The New Engineering Imperative:
Building Technology on a Foundation of Trust

A Practical Framework for Integrating Privacy into the Technology Lifecycle

€€ “People want the convenience but are recognizing that giving up our personal data is becoming annoying,

creepy or the source of lost time, data or money because of the frequency of data breaches.” 77
Jim Venuto



Beyond ‘Keeping Secrets’: Defining the Foundational States of Privacy

To engineer for privacy, we must first define it. Privacy is not simply about confidentiality. Alan Westin’s seminal work outlines
four distinct states that individuals seek to manage their social interactions and protect their personal space.
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Solitude

An individual is separate from the group and
free from observation.
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Intimacy

An individual is part of a small unit, sharing
information based on trust.
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Anonymity

An individual is in public but maintains freedom
from identification and surveillance.
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Reserve

An individual can withhold communication and create
a psychological barrier against unwanted intrusion.

Core Principle Callout: Underscoring these states are foundational principles, such as the OECD’s Individual Participation Principle, which grants
individuals the right to know about, challenge, and correct data held about them. This establishes that privacy engineering is about empowering the user.



Privacy is a Process, Not a Product: Integrating Privacy into Your SDLC

Privacy engineering isn't about a new, standalone process. It's about embedding privacy principles into the

software process models you already use.

Plan-Driven Methods (e.g., Waterfall)
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Implementation

Privacy requirements
are defined early and
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Agile Methods (e.g., Scrum/DevOps)
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addressed Monitor &

continuously Feedback
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Regardless of the model, six core activities are always present: Requirements, Design, Implementation, Testing,
Deployment, and Maintenance. A “privacy area specialist” can inject expertise at each stage.



From Abstract Risk to Actionable Threats: A Taxonomy of Privacy Harms

To protect against harm, you must be able to name it. Daniel Solove’s taxonomy provides a systematic framework for identifying
potential privacy problems before they are built into a system. It organizes 16 specific harms into four primary categories.

4. Invasion & Decisional Interference
Direct intrusions into an individual’s life or 1. Information Collection

decisions. Acts that interfere with an individual's control

Example: Decisional Interference - — over their personal data being gathered.

Manipulating a user’s choices by limiting their i _ _
access to information (e.g., hiding negative Example: Surveillance

product reviews). , SOLOVE’S
B TAXONOMY

2. Information Processing

Activities that involve the storage, use, and
analysis of data.

— Example: Aggregation - Combining disparate

3. Information Dissemination
The transfer or disclosure of personal data.

Examp fe.'if;'s;a;gt?;f ggga;igigaf::gﬁﬂs?ﬁ :tl Tug | data points to infer sensitive information (e.g.,
il ' a retaiier inferring a customer’s pregnancy
from purchase history).

Application: This taxonomy is the foundation for privacy threat modeling, using methodologies like LINDDUN,
which is the privacy-equivalent of the security-focused STRIDE model.



Counteracting Threats by Design: Using Anti-Goals to Engineer Mitigations

Threat modeling identifies what an adversary wants to achieve (their goal). An “anti-goal” model maps out these

malicious objectives to proactively design system-level defenses.

Insider sells birth record

data to tabloid B

Maintain patient privacy

\/

Insider steals patient's
childbirth record

Insider knows Insider knows
patient name patient doctor

assumptions that enable the insider

privacy goal

mitigating
system goals

Limit record access to
authorized personnel

Log all celebrity
record accesses

Privacy Goal
Maintain patient privacy.

Adversary Goal
Insider sells birth record data to a tabloid.

Initial Anti-Goal
Insider steals a patient's childbirth record.

Enabling Assumptions
Insider knows the patient's name and doctor (information
that cannot be restricted in a healthcare setting).

Mitigating System Goals
The technical solution. Rather than trying to block valid
access, we mitigate the risk by:

1. Limiting record access to only authorized personnel.

2. Logging all celebrity record accesses to create an
audit trail for accountability.

Key Takeaway: This process turns an abstract threat ("insider threat") into specific, testable system requirements that directly

counteract the adversary's path.



The Cornerstone of
Confidentiality:
Understanding Encryption

Encryption is the fundamental technology for protecting data
confidentiality. It scrambles data so it cannot be deciphered by
unauthorized parties.

Encryption Protects Data in Three States

géﬁ Data at Rest: Stored on hard drives, tapes, or flash devices.
m g

EC'_@):% Data in Motion: Sent over a network like the internet.

{jﬂ Data in Use: Processed within secure enclaves,
¥ homomorphic encryption, or multiparty computation.

Two Fundamental Types of Encryption

Symmetric (Secret Key): The same key is used to both
encrypt and decrypt data.

Asymmetric (Public Key): A public key encrypts the data, but
a different private key is required to decrypt it.

Symmetric

A box with a combination
lock. The same
combination (kekv) both
locks and unlocks it.

Asymmetric

A box with a mail slot
and a combination lock.
Anyone can drop a
message in (encrypt
with public key), but only
the person with the
combination (private
key) can open it.




Encryption in Practice: Algorithms, Standards, and Real-World Risks

The Modern Standard: AES
(Advanced Encryption Standard)

A block cipher that is the most common symmetric
algorithm in use today.

AES-128: Uses a 128-bit key (2'?® possible
combinations). A brute-force attack is
computationally infeasible with current
technology.

AES-256: Uses a 256-bit key. Recommended for
long-term data security, as it is hypothesized to
be resistant to attacks from future quantum
computers.

The Protocol for the Web:
TLS (Transport Layer Security)

Formerly SSL, TLS is the protocol that protects virtually all
information sent over the internet (HTTPS).

Implementations can have flaws. The
Heartbleed bug in OpenSSL was a
@ critical vulnerability that allowed
attackers to extract cryptographic
keys and passwords from web servers,

underscoring the need to keep
It’s Not Perfect software patched and up-to-date.

The Cardinal Rule of Cryptography

“Programmers should never take it upon themselves to develop a new encryption algorithm...
Instead, programmers should use existing, vetted implementations of strong algorithms.”

Publicly scrutinized algorithms are far more trustworthy than secret, proprietary ones.




The Identity Spectrum: From Identification to Anonymization

When we talk about identity in a system, we mean the link between data and an individual. This link exists on a spectrum.
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Identified Pseudonymous Anonymous
The data is linked to a single, known Data points can be linked to the same individual (e.g., Data cannot be linked to a specific
person (e.g., using a national ID number). via a user |D), but the real-world identity is not known. individual, nor can multiple data points

Critically, pseudonymity is often an illusion, be linked to each other.

as data can be re-identified.

Technical Anonymization Techniques

k-Anonymity (here, k=5)

O O A dataset is k-anonymous if for any individual,
O C) there are at least k-1 other individuals who share
O O the same set of quasi-identifying attributes.

records to contain at least [ distinct values

I-Diversity (here, 1=3)
An extension that requires each group of k
/' Problem: What if all k records have the same @ O for the sensitive attribute, mitigating the

sensitive value (e.g., the same medical @ homogeneity attack.

diagnosis)? This is a homogeneity attack.




Architecting for Privacy: Designing for Disassociability

: ¢ 4 ars Architectural Patterns
Disassociability
The minimization of connections between data Pattern 1: Service-Oriented Architecture
and individuals to the extent compatible with R
system operational requirements. This can be we | -
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Utility of Sanitized Data PseudoAnonymous IdentifiedCustomer Saleltem
There is an inherent tension: the more data is transformed to reduce first_name : string product_id
privacy risk (sanitized), the less useful it becomes for analysis. This last_name : string price
trade-space must be explicitly recognized and managed in any design.




Code as Control: Implementation and Peer Review

Good Coding Practices for Privacy The Power of Code Reviews

Inf tion Hidi In-person meetings are essential for identifying defects
hformation riding in logic or poor practices that static analysis can't find.

A core principle of object-oriented programming.

Encapsulate data in classes and restrict direct Reader: ——— ey [~ Moderator:
access, exposing it only through limited, controlled Efad;tthe mdet = | E"-‘d'aﬁs:”d
methods. This prevents unintended data leakage. il e M e | e sice ST

Secure Coding

Avoid common vulnerabilities like buffer overflows,
SQL injection, and cross-site scripting (XSS) that
can lead to massive data breaches.

Developer: Listens The Privacy Area Specialist: A technical

%> For examp[e, the Ht_ea}’tland Payment Systems and answers questions expert with cross-project experience who
breach (over 100 million cards) was due to an about the code. can bring an independent perspective,
SQL injection attack. suggest design alternatives, and introduce

reusable privacy software frameworks.




Did We Build It Right? Validating Privacy Through Testing

Regression Testing

CRITICAL for privacy. Ensures that bug fixes or
new features haven't inadvertently broken an
existing privacy control.

Privacy is a Testable Requirement

Privacy controls must be covered by a
comprehensive testing strategy.

Unit Testing Integration Testing System Testing
Covers individual functions. Covers interactions between , Covers the completed system.
components.
The Challenge of Test Data
You cannot simply use production data in a test
environment, as it carries the same privacy risks without Transformed Data
the same protections. Real data that has been manipulated to reduce risk.

Also known as data masking, scrubbing, or
anonymization.
Techniques include:

Synthetic Data

Data generated for testing purposes that + Removal of fields (e.g., deleting a name column).
mimics the statistical properties of real data « Suppression of values (e.g., replacing a specific
without containing actual personal information. value with “****).
+ Generalization of values (e.g., changing a specific
birth date to just the year).
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If It's Not Usable, It's Not Private:
The Critical Role of UX in Privacy Design

The Problem with “Notice and Choice” A User-Centered Approach is Required

The most common privacy interface is the privacy policy,
but it is largely ineffective. Most people don't read them.
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Hours per year an average user would need to read the
privacy policies of all websites they visit (2008 study).

Learnability: How easy is it for users to accomplish
tasks the first time?

Efficiency: How quickly can they perform tasks
once learned?

Memorability: How easily can they re-establish
proficiency after a break?

Errors: How often do users make errors, how severe
are they, and how easily can they recover?
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Satisfaction: How pleasant is it to use the system?

Takeaway: Privacy features must be designed with the same rigor as any other
user-facing feature. A confusing privacy setting is a failed privacy setting.



Moving Beyond Compliance: Understanding Privacy as Contextual Integrity

User privacy expectations are not absolute; they are tied to context. A data practice that is acceptable in one situation
(e.g., sharing location with a map app) is a violation in another (e.g., sharing location with a flashlight app).

Distinct Contexts - " Context Collapse e : 7 ==
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.\ Helen Nissenbaum’s Framework of Contextual Integrity The Engineer’s Role
4. __'j"'_":_ e This framework ties privacy expectations to context- « Don't just ask “Can we do this?” or “Is it compliant?”.
/ ) dependent norms of information flow. e Ask: “Does this data practice align with the user’s
_ /  Violations occur when data flows in a way that breaks these expectations within this specific context?”
norms, even if the user “consented” in a privacy policy. » This helps prevent user surprises and builds trust.
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From Code to Company: Establishing Privacy Governance

Privacy Requires an Enterprise-Wide Program | — High-Level
Effective privacy is not just a series of technical fixes; it = .@ Policy
requires a governance model that aligns business |
objectives, legal requirements, and technology. ™

J = : 5 _ Dataflow ‘

, | Access Control Point |

The Goal is Reasonable Assurance Control Point denagesbwheri |
Privacy objectives are not absolute. The goal is to ”ggﬁsﬁ ‘i':h” SERE. e ‘
implement practical, manageable safeguards, not to s

achieve perfect prevention at an impossible cost. This avoids
over-engineering and grounds solutions in common sense.

rl

Translating Policy into Actionable Controls

High-level policies are often too abstract for engineers | :

] i : Retention
(e.g., “Limit access of personal data to authorized personnel Control Point
only”). Governance discr}etizes_th?se pnlic_ies into testable, Manages how long
technological control points within the IT infrastructure. data is kept.




The Privacy Engineer's Mandate: Predictability, Manageability, and Disassociability

The journey from principles to practice culminates in three core engineering objectives. These goals, developed by NIST,

represent the north star for anyone building technology that handles personal data. They are the measurable
outcomes of a mature privacy engineering program.

are not just powerful, but also worthy of the trust people place in them.
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e Predictability Manageability Disassociability
/" \\ Enabling reliable assumptions about Providing granular administration of Minimizing the connections between
0 asystem and its data processing. personal information, including its data and individuals. This is achieved
' Users and operators should modification, disclosure, and deletion. through technical means like
understand what the system is doing This is about giving users and architectural separation and data
}< : without surprises. organizations meaningful control. transformation.
By embedding these objectives into the technology lifecycle, we move beyond
f ~mere compliance. We fulfill our professional responsibility to build systems that



